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ABSTRAK 

Penelitian ini menganalisis motivasi Pengguna dalam menjaga keamanan data pribadi di 

media sosial (Instagram dan TikTok) menggunakan Protection Motivation Theory (PMT). 

Permasalahan utama adalah kecenderungan Gen Z untuk oversharing dan kurangnya 

kesadaran privasi digital, yang meningkatkan kerentanan terhadap pencurian identitas 

dan penyalahgunaan data. Tujuan penelitian adalah menganalisis faktor-faktor PMT 

(Perceived Severity, Perceived Vulnerability, Response Efficacy, Self-Efficacy, dan 

Response Costs) yang memengaruhi motivasi perlindungan data pribadi Gen Z. Lima 

hipotesis diuji mengenai pengaruh langsung setiap faktor PMT. Metodologi yang 

digunakan adalah kuantitatif inferensial dengan survei daring (kuesioner) pada 100 

responden Gen Z (13-28 tahun) pengguna aktif Instagram/TikTok, dipilih melalui 

purposive sampling. Data dianalisis dengan Structural Equation Modeling - Partial Least 

Squares (SEM-PLS). Hasil menunjukkan Perceived Severity, Perceived Vulnerability, dan 

Self-Efficacy berpengaruh positif dan signifikan terhadap motivasi perlindungan data. 

Namun, Response Efficacy berpengaruh negatif dan signifikan, mengindikasikan 

keyakinan berlebihan terhadap efektivitas tindakan perlindungan dapat menurunkan 

motivasi aktif. Response Costs tidak berpengaruh signifikan. 

Kata Kunci: Generasi Z, Keamanan Data Pribadi, Media Sosial, Protection Motivation 

Theory, Privasi Digital 
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ABSTRACT 

This study analyzes users' motivation to protect their personal data on social media 

platforms (Instagram and TikTok) using the Protection Motivation Theory (PMT). The 

main problem is Gen Z's tendency for oversharing and a lack of digital privacy awareness, 

which increases their vulnerability to identity theft and data misuse. The research aims 

to analyze PMT factors (Perceived Severity, Perceived Vulnerability, Response Efficacy, 

Self-Efficacy, and Response Costs) that influence Gen Z's personal data protection 

motivation. Five hypotheses were tested regarding the direct influence of each PMT 

factor. The methodology used is quantitative inferential with an online survey 

(questionnaire) on 100 Gen Z respondents (13-28 years old) active on Instagram/TikTok, 

selected through purposive sampling. Data were analyzed using Structural Equation 

Modeling - Partial Least Squares (SEM-PLS). The results show that Perceived Severity, 

Perceived Vulnerability, and Self-Efficacy have a positive and significant effect on data 

protection motivation. However, Response Efficacy has a negative and significant effect, 

indicating that overconfidence in the effectiveness of protection actions can decrease 

active motivation. Response Costs did not have a significant effect. 

Keywords: Generation Z, Personal Data Security, Social Media, Protection Motivation 

Theory, Digital Privacy 
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